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1091H CONGRESS
18T SESSION S. 6 8 7

[Report No. 109- ]

To regulate the unauthorized installation of computer software, to require
clear disclosure to computer users of certain computer software features
that may pose a threat to user privacy, and for other purposes.

IN THE SENATE OF THE UNITED STATES

Marctr 20, 2005
Mr. BURNS (for himself, Mr. WYDEN, Mrs. BOXER, and Mr. NELSON of Flor-
ida) introduced the following bill; which was read twice and referred to
the Committee on Commerce, Science, and Transportation
JANUARY ——, 2006
Reported by Mr. STEVENS, with an amendment in the nature of a substitute

[Strike all after the enacting clause and insert the part printed in italic]

A BILL

To regulate the unauthorized installation of computer soft-
ware, to require clear disclosure to computer users of
certain computer software features that may pose a
threat to user privacy, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,
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INSTALEATION IN GENERAL.

H B eiviraE—H 15 adawfd for & persen
who s not an anthortzed user of a protected eomn-
eomputer 1 a manher that—

or withhold eonsent to the mstallation:
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2 apply to—
4 withih the seope of a previous erant of anthor-
5 tzation by an authorized user;
6 B) the mnstallation of an uperade to &
9 of an anthorized user;
11 first retad sale and delivery of the computer; or
12 D the mstallation of softsvare that eeases
13 to operate when the user of the computer exits
14 the software or serviee throueh which the user
15 aeeesses Hhe Trtertets H the softvare so -
16 staled does not begin to operate again when
17 the user aceesses the Internet via that eomputer
18 i the futare:
19 Ht Mstebbye Bybeersiaves Fo Besedt—H s
20 unlawfal for a persen who i3 not an aunthorized user of
21 =& protected comptter to tduee an anthorized user of the
22 ecomprter to consent to the hstalation of seftware on the
23 eomputer by means of a matertally false or misleading rep-
24  resentation eoneerpine—
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4 24 the tdentity of the anthor; pubhsher; or an-
8 Ware:
10 Brstabt—
11 H B epERAE—H 13 anlasvfal for a persen
12 who ts Hot oh anthoried aser of o protected eom-
13 ptiter to eanse the tstalation of seftware on the
14 comptter H the software cannot subseguently be
15 aninstalled or disabled by an  auntherized user
16 throteh a proeram removal funetton that 8 ustd
17 and eastomary with the user’s operating system; or
19 the nser:
20 2 EFeHrArroNS—
22 that enables an atnthorized user of a computer;
23 steh a8 a parent; employer; or system admints-
24 trator; to choose to prevent another nser of the
25 serte eotiptter frot thtstadine or disabhine
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B)

2 reasonable efforts to uninstall or disable the
4 Hf at least 1 anthorized user retains the abiity
5 to uninstall or disable the software:
6 B subseetion
8 tares or funetions of a software program, up-
9 erades to a previeusly installed seftware pro-
10 orath; o software proerams that swere thstated
11 ont & bundled basts with other software or with
12 hardware to be eapable of being uninstalled or
13 chsabled separately from steh software or hard-
14 ware:
15 SEC. 3. INSTALLING SURREPTITIOUS INFORMATION COL-
16 LECTION FEATURES ON A USER’S COMPUTER.
18 i3 not an anthorized user of a protected computer to—
21 eoleetion feature; or
22 {2) use software mstalled m violation of para-
23 eraph (1) to eolleet mformation about a user of the
24 comprter or the nse of a protected computer by that
25 wsers
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2 be mnterpreted to prohibit a person from eansine the mstal-
4 mation that s reasonably needed to determine whether or
5 not the user of a protected computer 1s heensed or anthor-
6 ized to use the soffwares
10 =& feature of softsvare that—
11 1 eoleets mformation about a tser of a pro-
12 tected comprter or the use of a protected comprter
14 other person or eomputer—
15 &) on an automatie basis or at the diree-
16 trot of petson other than ot atthortzed tser of
17 the computer; sueh that no authorized user
18 knowinely triegers or eontrols the eolleetion and
19 transmisston;
20 B} 11 a manner that 13 not transparent to
21 an anthorized user at or near the time of the
22 coleetton and transmisston; steh that ne an-
25 rire; and
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8
SEC. 4. ADWARE THAT CONCEALS ITS OPERATION.
s not an anthorized user of a protected comptiter to eatse

ments to be displared withont o tabel or other reasonable
subseetion {a) i those advertisements are displayed to a
aser of the eomprter—
1 enly when a user is aeceessthe an Internet
website or online serviee—
ware; of
ments to users of the webste o serviee; or
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9
{2} only 1 & manner or at a time suaeh that &

SEG: 5: OTHER PRACTICES THAT THWART USER CONTROL

OF COMPUTER-

wser of a protected comptter to enenee t an unfar or

TH atilizing the compiter o send nnsobicited
other eomprters;
tended to view to 1 or more other websites; nnless
tiserents. or other content on the computer throneh
of sueh advertisements or content without turming
off the comprter or terminating ol sessions of the
Hot apply to the disphy of comtent rehrted to the
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10
comptiter or to the computers aecess to or use of
B ahterie settites rebrtie to seettits
thorized aceess or use; or
ative & seeurtty or privacy protection technoloey -

SEG: 6: HEIMITATIONS ON EHABILITY-

20 6—2A persen shall not be deemed to have wiolated any
21 proviston of this et solehe beentse the petson provided—

22 H the Internet conteetion; telephone econnee-
23 tHor; or other transmission or routie function
24 throteh whieh soffvare was delvered to o protected
25 eotptter for tstabhtion
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2} the storaee or hostine of software or of an
throteh whieh a nser of a protected computer lo-

seettonr 25 35 or 5 for a provider of a network or online
serviee used by an anthorized user of a proteeted eom-
prter; or to which any authorized user of a protected eom-

9} facititatine dine e biand ——

matntenanee; network management; or repair; or
went; or otherwise wlawfd tses of the network or

SO PwW AR — mantaetnrer o retader of o proteeted
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tatter—
H tses o strerepttons wdorrntton ecoleetton
tion about a user of the computer or the use of a
played to a user of the computer:
of the thted States; a State; or a politteal subdiviston
of a State; or of an intetheence aveney of the Haited
States:
It 13 not a violation of this Aet for a multichannel vwideo
atthze & navieation deviee; or interaet with sueh a deviee;
other services offered over a multichannel video program-
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SEG: 7 FF€ RUEEMAKING AUTHORITY:
fon
seeton SHeH2Y to prevent o softveare featrre
from bete a surreptions formation eolee-
4oy

WORDbEYGS OR FoRMATS—
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1 to meet the requirements of seetton 3 or 4
tise of a speetfie wordine or format presertbed
ttons 3 and 4=
SEC: 8. ADMINISTRATION AND ENFORCEMENT.
a violation of this Aet or of any reenlation promuleated
by the Commsston under Hhiis et were an unfae or de-
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3 under—
5 Aet (2 H500 1818); 1 the ease of—
10 Svstetr {other than nattonal banks); branehes
12 erad branehes; Federad agenetes; and thsured
13 State branehes of foreien banks)y; comereind
14 lendine ecompantes owned or eontroled by for-
15 etenr banks; atd oreattzations eperatine whder
16 seettort 25 or 254 of the Federad Reserve et
17 32 56 601 and 6115 by the Board; and
18 £ banks tstred by the Federal Depostt
19 Tsteatee Corporation {other than members of
20 the Federal Reserve System) and nsared State
21 branehes of foreten banks; by the Board of bt
22 rectors of the Federal Depostt Tnsuranee Cor-
23 poration;
24 23 seetton 8 of the Federal Depostt Insuranee
25 Aet 2 Foss 1838) by the Director of the Offiee
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16
of ThiHt Stpervistots 1 the ease of o savhes asso-
Hhioh:

25 subseettors o viohtton of this et s deetned to be a ok
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tion of a requirement tmposed under that Aet: In addition
made & part of this Aet: Any entity that vielates any provi-
made a part of that seetion:
SEC: 9. ACTIONS BY STATES.
B by e —
atortey vetetrt of o State has reason o bebeve
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1 beent or i85 threatened or adversely affeeted by the
5 a dhstrtet cotttt of the Fited States of appropriate
6 Frrsetetton—

8 By to enforece complianee with the rude;

9 {5 to obtain dataee; restitation; or other
11 Strtes o

12 5 to obtatn steh other rehef as the conrt
13 may eonstder to be appropriate:

14 2 Norrer—

15 £ By evRa—Before filine an action
16 thder paraeraph (1 the attorney eeneral of
17 the State involved shall provide to the Commis-
18 sHH—

19 B written nottee of that action and
20 4 & eopy of the complaint for that
21 aeton:

22 B EaarerroNn—

23 H B emvERE—Subparaeraph 9
24 shall not apply swith respeet to the filine of
25 at netion by an attorney eeneral of a State

*S 687 RS
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7 of a State shall provide netice and & eopy
10 aetton:
11 ) BHrERENION—
13 subseetion {aH2); the Commisston shall have the
15 of the notiee:
18 1t shall have the rieht—
19 £ to be heard with respeet to any matter
20 that arises 1 that action; and
21 B} to file a petition for appeak

24 shal be eotstrted to prevent an aHortey oenerad of o
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A 13 an mhabitant; or
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1 SEC. 10. EFFECT ON OTHER LAWS.

10
11
12
13
14
15
16
17
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21
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2
3
4
6
7
8
9

persedes any statute; reenlation; or rule of a State
& proteeted eomputer to—

behavtor or other use of the eomputer; or
stattte; reewlation; or rrde of a State or pehttend
sthdiviston of a State that presertbes speetfte meth-
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of software on a computer:
This Aet shal not be constened to preempt the ap-

SEG: 11 EHABHITY PROTECFIONS FOR ANTI-SPYWARE

SOEFTWARE OR SERVICES:

13 operation of a comptiter of comptiter software pubhshed
14 by a third party; H—
15 1 the providers software or mteraetive ecom-
17 stalatton or exeention of; remove; or disable ecom-
18 pater software that 18 or was nstalled 1 wolation of
19 seetion 25 55 or 4 of this Aet or used to wiolate see-
20 tton & of this Aet;
21 29 atr atthorized wser of the comprter Bas eon-
22 setted to the tse of the provider™s comptter soft-
23 Wwate of titeractive eomptter setvtee on the eom-
24 ptets
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35 4 or 5 of this Aet; and
SEG: 12: PENALTIES FOR CERTAIN UNAUTHORIZED ACTIVI-
TIES REEATING TO COMPUTERS.
“ar Wheever tntentionally accesses a proteeted eom-
to & proteeted eomputer; by eausthe & eomputer program
ot eode to be copted onto the protected comptter; and -
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1 =tht Whoever ttentiotady aeeesses o protected eot-
3 to & protected eomputer; by eausthe & eomptiter prograth
4 or eode to be eopied onto the proteeted eomputer; and by
6 seenrtty proteetion of the proteeted computer shall be
7 fined ander this Hitle or imprisoned not more than 2 years;
8 or both:
9 “e} A person shall not wolate this seetion whe selely
10 prevides—
11 = ah Htertet cotttections telephote eotee-
12 tion; or other #transmission or reuting fanehion
13 threteh which seftware is delivered to a proteeted
14 eomptiter for stattation;
15 =2 the stotaee of hostie of softbedrer of of ok
16 Internet svebsite; throueh which software 1 muade
17 avattable for mstallation to & protected computer; or
18 “3) an information loeation tool; sueh as a di-
19 reetory; thdex; referenee; potter; or hypertext hnks
20 throtteh which a user of a protected computer lo-
22 “eH A provider of a network or online serviee that

23 an authorized user of a protected computer uses or sub-
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serviee; or eomputers
et N0 petsot e b s eivH aeton tnder the

4 AErHORIED BohER—The term “aunthorized

et when tsed sweith fespeet o o comptters tients
the owner or lessee of a computer; or someone uste
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oF aceessthe o eomputer with the aetaal or apparent

or to knowiely pay or provide other consideration

&) that 18 placed on a computer by or on

active cotptter serviee; or Internet webstte:
atel

sede; for a purpose other than resale; of a protected

*S 687 RS
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2 prrehaser or & reeiptent destenated by the purehaser
4 paragraph; the lease of a computer shall be eonsid-
5 ered a sale of the eomptter for a purpose other than
6 resales
7 6 By t—
9 means—
10 1 to write comptter software to =
11 eomptter’s persistent storage mediam;
12 sueh as the eomputer’s hard disks 1 sueh
13 a way that the computer soffware 8 re-
14 tatited o the comptter after the eomptter
15 13 turned off and subsequently restarted;
16 or
17 {5 to write comptiter software to &
18 COtHPHeRTSS  tetpotnts  Hretrorss stehl os
19 random aceess memory; m sueh a way that
20 the software i3 retained and contintes to
21 operate after the user of the ecomputer
22 trens off or exits the Internet sepviee;
23 nteractive comptter serviee; or Internet
24 webstte from which the eomputer software
25 was obtathed:
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ative unless a user of the eomputer chooses to
Code:
aiy prograf desiened to eatse a eomprter to per-
fortt a destred funetion or fanettons: Sueh term does
Prp—The term “unfair or deecephive act or prae-
45
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by, or with the anthorization of; the publisher or any
to tmprove; eorrect; repair; enhance; supplement; or

11 SECTION 1. TABLE OF CONTENTS.

Sec. 101.
Sec. 102.

The table of contents for this Act is as follows:

Sec. 1. Table of contents.

Sec. 105.
Sec. 104.
Sec. 105.
Sec. 106.
Sec. 107.
Sec. 108.
Sec. 109.
Sec. 110.
Sec. 111.
Sec. 112.

Sec.

Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.

November 17, 2005 (4:45 p.

112.

201.
202.
2053.
204.
205.
200.
207.
208.

TrrLE I—SPYWARE

Short title.

Federal Trade Commission authority to combat deceptive acts or prac-
tices relating to spyware.

Prohibited behaviors.

Installing personal information collection features on a user’s computer.

Adware that conceals its operation.

FTC administration and enforcement.

Additional enforcement.

State enforcement.

Effect on other laws.

Limitations on lability.

Definitions.

Criminal penalties for certain unauthorized activities relating to com-
puters.

Effective date.

TrrLg 1I—S4arg WEB

Short title; findings; purpose.

Foreign law enforcement agency defined.

Availability of remedies.

Powers of the Commission.

Representation in foreign litigation.

Sharing information with foreign law enforcement agencies.
Confidentiality; delayed notice of process.

Protection for voluntary provision of information.

*S 687 RS
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Sec. 209. Staff exchanges.
Sec. 210. Information sharing with financial regulators.
Sec. 211. Authority to accept revmbursements, gifts, and voluntary and uncom-
pensated services.
Sec. 212. Preservation of existing authority.
Sec. 213. Report.

TrrLe 111, INCREASE IN CERTAIN PENALTIES

Sec. 301. Increase in penalties for unfair or deceptive acts or practices exploiting
reaction to certain emergencies and major disasters.

TITLE I—SPYWARE
SEC. 101. SHORT TITLE.

This title may be cited as the “Software Principles
Yielding Better Levels of Consumer Knowledge Act” or the
“SPY BLOCK Act”.

SEC. 102. FEDERAL TRADE COMMISSION AUTHORITY TO
COMBAT DECEPTIVE ACTS OR PRACTICES RE-
LATING TO SPYWARE.

It s a violation of section 18 of the Federal Trade
Commission Act (15 U.S.C. 57a) to install through unfair
or deceptive acts or practices software on protected com-
puters.

SEC. 103. INSTALLING PERSONAL INFORMATION COLLEC-
TION FEATURES ON A USER’S COMPUTER.

(a) IN GENERAL.—It 1s unlawful for a person who s
not an authorized user of a protected computer to cause the
wstallation on that computer of software that—

(1) takes control of the protected computer by—
(A) ZoMBIES.—Transmitting or relaying

commercial electronic mail or a computer virus

*S 687 RS

November 17, 2005 (4:45 p.m.)



SAWPSHR\LEGCNSL\XYWRITE\CONO05\S687.RS

O© 00 2 O WD B W N -

| \O 2N \© R \O R O I O B e e e e e T e e e e
A W O = O O 0NN N N R WD = O

31
from a protected computer if the transmission or
relaying 1s itated by a person other than an
authorized user and with the authorization of an
authorized user;

(B) MODEM HIJACKING.—Accessing — or
using the modem or Internet service of an au-
thorized user of a protected computer for the pur-
pose of—

(1) causing damage to the protected
computer; or

(11) causing the authorized wuser to
meur financial charges for a service that is
not authorized by that authorized user;

(C) SERVICE DENIAL ATTACES.—Using «a
protected computer as part of an actiwvity per-
Jormed by a group of computers for the purpose
of causing damage to another computer, includ-
g launching a denial of service attack; or

(D) ENDLESS LOOP POP-UP ADVERTISE-
MENTS.—Opening wmultiple, sequential, stand-
alone advertisements in an authorized user’s
Internet browser on a protected computer with-
out the authorization of that wuser and with

knwledge that a reasonable computer user cannot

*S 687 RS
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close the advertisements without turning off the
computer or closing the Internet browser;
(2) modifies—

(A) ENABLING IDENTITY THEFT.—An au-
thorized user’s security or other settings related
to access to, or use of, the Internet on a protected
computer that protect information about the au-
thorized user for the purpose of stealing the au-
thorized user’s personal information; or

(B) DISABLING SECURITY.—The security
settings of a protected computer for the purpose
of causing damage to another computer; or

(3) prevents, without authorization from the au-

thorized user, that user’s reasonable efforts to block the

wmstallation of, or to disable, software by—

(A) FORCING DECLINED INSTALLS.—Pre-
senting the authorized user with an option to de-
cline anstallation of software with knowledge
that, when the option is selected by the author-
1zed user, the installation nevertheless proceeds;
or

(B) FALSE  UNINSTALLS.—Falsely  rep-

resenting that the software has been disabled.

(b) EXCEPTION.—Subsection (a) does not apply to any

25 monttoring of, or interaction with, a subscriber’s Internet

November 17, 2005 (4:45 p.m.)
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or other network connection or service, or a protected com-
puter, by a telecommunications carrier, cable operator,
computer hardware or software provider, or provider of in-
Jormation services or interactive computer service for net-
work or computer security purposes, diagnostics, technical
support, repair, authorized updates of software or system
Jirmaware, authorized remote system management, or detec-
tion or prevention of the unauthorized use of, or fraudulent
or other illegal activities in connection with, a network,
service, or software.

(¢) RULE OoF CONSTRUCTION.—This section shall not
be construed to limit in any way what s an unfair or de-
ceptive act or practice under the Federal Trade Commission
Act (15 U.S.C. 41 et seq.).

SEC. 104. INSTALLING PERSONAL INFORMATION COLLEC-
TION FEATURES ON A USER’S COMPUTER.

(a) IN GENERAL.—It 1s unlawful for a person who s
not an authorized user of a protected computer to install
on that computer software that collects personal informa-
tion unless the authorized user of the computer knows, or
reasonably should know, that—

(1) the software s being installed; and

(2) the software collects personal information.
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(b) EXCEPTIONS.—This section shall not be interpreted

2 to restrict a person from causing the installation of software

3 that
4

O o0 9 O W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

oS
November 17, 2005 (4:45 p.m.)

collects—

(1) information relating to the monitoring of, or
teraction with, a subscriber’s Internet or other net-
work connection or service, or a protected computer,
by a telecommunications carrier, cable operator, com-
puter hardware or software provider, or provider of
mformation services or interactive computer service
for  metwork or computer  security  purposes,
diagnostics, technical support, repair, authorized up-
dates of software or system firmware, authorized re-
mote system management, or detection or prevention
of the unauthorized use of, or fraudulent or other ille-
gal activities in conmection with, a network, service,
or computer software;

(2) nformation collected by the provider of an
online service or website knowingly used or subscribed
to by an authorized user, as long as the information
1s used only to effect the user’s experience while using
such online service or website; or

(3) information collected by software that—

(A) discloses to the user that the software—

(1) collects personal information; and
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(11) may be uninstalled by means of an
wcon, link, or other display provided on the
computer screen; and
(B) provides a functioning, clear and con-

spicuous icon, link, or other display that directs
the user to instructions concerning how the user

may uninstall the software.

SEC. 105. ADWARE THAT CONCEALS ITS OPERATION.

(a) In General.—It is unlawful for a person who 1is

not an authorized user of a protected computer to cause the

wmstallation on that computer of software that—

(1) does not display to the user, each time the
software causes an advertisement to appear, a clear
and conspicuous label or other reasonable means of
identifying to the user of the computer—

(A) the identity or name of the software
that caused the advertisement to appear; and

(B) a clear and conspicuous hypertext link
to nstructions concerning how the user may
uninstall the software causing the advertisement
to appear.

(b) ExXCEPTION.—Software that causes advertisements

23 to be displayed without a clear and conspicuous label or

24 other reasonable means of identification shall not give rise

25 to liability under subsection (a) if those advertisements are
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1 displayed to a user of the computer only when a user s

2 accessing or using an Internet website or online service—

3 (1) owned or operated by the author or publisher
4 of the software; or

5 (2) the website or online service has authorized
6 the author or publisher of the software to display such
7 advertisements to users of that website or service.

8 SEC. 106. FTC ADMINISTRATION AND ENFORCEMENT.

9 (a) IN GENERAL.—Except as provided in section 107
10 and 108, this title shall be enforced by the Commission as
11 of a violation of this title or of any regulation promulgated
12 by the Commission under this title were an unfair or decep-
13 tive act or practice proscribed under section 18(a)(1)(B) of
14 the Federal Trade Commission Act (15 U.S.C.
15 s57a(a)(1)(B)).

16 (b) PENALTIES.—
17 (1) TREBLE FINE.—The penalty for a violation
18 of this title or of any requlation promulgated by the
19 Commassion under this title may be increased by the
20 Commission to threefold the amount of penalty other-
21 wise applicable under section 5 of the Federal Trade
22 Jommassion Act (15 U.S.C. 45).
23 (2) PENALTY FOR PATTERN OR PRACTICE OF
24 VIOLATIONS.—
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1 (A) IN GENERAL.—If the Commassion deter-
2 manes that a person has engaged in a pattern or
3 practice of activity that violates the provisions of
4 this title, the Commission may, in its discretion,
5 seek a civil penalty for such pattern or practice
6 of violations in an amount, as determined by the
7 Commassion, of not more than $3,000,000 for
8 each such violation of this title.

9 (B) TREATMENT OF SINGLE ACTION OR
10 CONDUCT.—For purposes of subparagraph (A),
11 any single action or conduct that violates this
12 title with respect to multiple protected computers
13 shall be treated as a single violation.

14 (¢) ILL-GOTTEN GAINS.—The Commassion may require
15 any person who violates this title to disgorge any ll-gotten
16 gains procured through unfair or deceptive acts or practices
17 an wviolation of this title and shall seize any such gains it
18 has required to be disgorged.

19 (d) ACTIONS BY THE COMMISSION.—

20 (1) IN GENERAL.—The Commission shall prevent
21 any person from violating this title in the same man-
22 ner, by the same means, and with the same jurisdic-
23 tion, powers, and duties as though all applicable
24 terms and provisions of the Federal Trade Commas-
25 sion Act (15 U.S.C. 41 et seq.) were incorporated into

*S 687 RS
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and made a part of this title. Any entity that violates
any provision of that section is subject to the pen-
alties and entitled to the privileges and immunities
provided in the Federal Trade Commaission Act in the
same manner, by the same means, and with the same
Jurisdiction, power, and duties as though all applica-
ble terms and provisions of the Federal Trade Com-
masston Act were incorporated into and made a part
of that section.

(2) OTHER AUTHORITY NOT AFFECTED.—Noth-
mg wn this title shall be construed to lvmit or affect
m any way the Commission’s authority to bring en-
Jorcement actions or take any other measure under
the Federal Trade Commassion Act (15 U.S.C. 41 et
seq.) or any other provision of law.

(¢) NO PRIVATE RIGHT OF ACTION.—

(1) IN GENERAL.—This title may not be consid-
ered or construed to provide any private cause of ac-
tion, including a class action.

(2) CviL ACTION.—No private civil action relat-
mg to any act or practice governed under this title
may be commenced or maintained 1 any State court
or under State law, including a pendent State claim

to an action under Federal law.
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1 SEC. 107. ADDITIONAL ENFORCEMENT.

2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

under

(a) ENFORCEMENT BY CERTAIN OTHER AGENCIES.—

Jompliance with this title shall be enforced exclusively

(1) section 8 of the Federal Deposit Insurance

Act (12 U.S.C. 1818), in the case of—

(A) national banks, and Federal branches
and Federal agencies of foreign banks, and any
subsidiaries of such entities (except brokers, deal-
ers, persons providing insurance, investment
companies, and investment aduvisers), by the Of-
fice of the Comptroller of the Currency;

(B) member banks of the Federal Reserve
System  (other than national banks), branches
and agencies of foreign banks (other than Fed-
eral branches, Federal agencies, and insured
State branches of foreign banks), commercial
lending companies owned or controlled by for-
eign banks, organizations operating under sec-
tion 25 or 25A of the Federal Reserve Act (12
US.C. 601 and 611), and bank holding compa-
nies and theiwr nonbank subsidiaries or affiliates
(except brokers, dealers, persons providing insur-
ance, mvestment companies and investment ad-
visers), by the Board of Governors of the Federal

Reserve System;
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1 (C) banks insured by the Federal Deposit
2 Insurance Corporation (other than members of
3 the Federal Reserve System), insured State
4 branches of forewgn banks, and any subsidiaries
5 of such entities (except brokers, dealers, persons
6 providing insurance, investment companies and
7 mvestment aduwvisers), by the Board of Directors
8 of the Federal Deposit Insurance Corporation;
9 and

10 (D) savings associations the deposits of
11 which are insured by the Federal Deposit Insur-
12 ance Corporation, and any subsidiaries of such
13 savings associations (except brokers, dealers, per-
14 sons providing insurance, investment companies
15 and tnvestment advisers), by the Director of the
16 Office of Thrift Supervision;

17 (2) the Federal Credit Union Act (12 U.S.C.
18 1751 et seq.) by the Board of the National Credit
19 Union Administration Board with respect to any
20 Federal credit union and any subsidiaries of such a
21 credit union;
22 (3) the Securities and Exchange Act of 1934 (15
23 URS.C. 78a et seq.) by the Securities and Exchange
24 Commission with respect to—
25 (A) a broker or dealer subject to that Act;
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(B) an investment company subject to the
Investment Company Act of 1940 (15 U.S.C.
80a-1 et seq.); and
(C) an investment advisor subject to the In-
vestment Advisers Act of 1940 (15 U.S.C. 80b-1
et seq.); and
(4) State insurance law, in the case of any per-
son engaged in providing insurance, by the applicable
State insurance authority of the State in which the
person 1s domiciled.
(b) EXERCISE OF CERTAIN POWERS.—For the purpose
of the exercise by any agency referred to in subsection (a)
of its powers under any Act referred to in that subsection,
a violation of this title 1s deemed to be a violation of a
requirement imposed under that Act. In addition to itls
powers under any provision of law specifically referred to
wm subsection (a), each of the agencies referred to in that
subsection may exercise, for the purpose of enforcing compli-
ance with any requirement vmposed under this title, any
other authority conferred on it by law.

SEC. 108. STATE ENFORCEMENT.

(a) KENFORCEMENT BY STATE ATTORNEY GEN-
ERALS.—

(1) CIVIL ACTIONS.—In any case in which the

attorney general of a State has reason to believe that
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an interest of the residents of that State has been or
18 threatened or adversely affected by the engagement
of any person i a practice that is prohibited under
this section, the State, as parens patriae, may bring
a ciil action on behalf of the residents of that State
m a district court of the United States of appropriate
Jurisdiction, or any other court of competent jurisdic-
tion, to—
(A) enjorn that practice;
(B) enforce compliance with this section;
(C) obtain actual damage and restitution
on behalf of residents of the State; or
(D) obtain such other relief as the court
may consider to be appropriate.
(2) NOTICE.—
(A) IN GENERAL.—Before filing an action
under paragraph (1), the attorney general of a
State shall provide to the Commassion and the
Attorney General—
(1) written notice of the action; and
(11) a copy of the complaint for the ac-
tion.
(B) EXEMPTION.—
(1) IN GENERAL.—Subparagraph (A)

shall not apply with respect to the filing of
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an action by an attorney general of a State
under this subsection, if the attorney gen-
eral of a State determines that it is not fea-
sible to provide the notice described in such
subparagraph before the filing of the action.

(11) NOTIFICATION.—In an action de-
seribed i clause (1), the attorney general of
a State shall provide notice and a copy of
the complaint to the Commassion and the
Attorney General at the time the attorney
general of a State files the action.

(C) ATTORNEY GENERAL’S RIGHT TO INTER-

VENE.—After having been notified, as provided
m subparagraph (A), the United States Attorney

General shall have the right—

(1) to file an action;

(11) to intervene in the action;

(111) upon so intervening, to be heard
on all matters arising mn that action;

(1) to remove the action to the appro-
priate district court of the United States;
and

(v) to file petitions for appeal.

(D) PROHIBITION ON STATE ATTORNEY

GENERALS IF ATTORNEY GENERAL ACTS.—If the
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Attorney General institutes an action under this
Act, no attorney general of a State or official or
agency of a State may bring an action under
this subsection for any violation of subsection (a)
alleged in the complaint.

(E) PROHIBITION ON STATE ATTORNEY
GENERALS IF COMMISSION ACTS.—If the Com-
mission nstitutes an action under this sub-
section, no attorney general of a State or official
or agency of a State may bring an action under
this subsection for any violation of this section
alleged i the complaint.

(b) RULE oF CONSTRUCTION.—For purposes of bring-

g any cwil action under this section, nothing in this Act
shall be construed to prevent an attorney general of a State
from exercising the powers conferred on such attorney gen-

eral by the laws of that State to—

(1) conduct investigations;

(2) administer oaths or affirmations; or

(3) compel the attendance of wilnesses or the
production of documentary and other evidence.
(¢c) VENUE; SERVICE OF PROCESS.—

(1) VENUE.—Any action brought under sub-
section (a) may be brought in the district court of the

Unated States that meets applicable requirements re-
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lating to venue under section 1391 of title 28, United

States Code.

(2) SERVICE OF PROCESS.—In an action brought
under subsection (a), process may be served in any
district in which the defendant—

(A) 1s an inhabitant; or
(B) may be found.
SEC. 109. EFFECT ON OTHER LAWS.

(a) FEDERAL LAW.—Nothing in this title shall be con-
strued to limat or affect in any way the Commission’s au-
thority to bring enforcement actions or take any other meas-
ures under the Federal Trade Commission Act or any other
provision of law.

(b) PREEMPTION OF STATE OR LocAL LAw.—This
title supersedes any provision of a statute, regulation, or
rule, and any requirement, prohibition, or remedy under
the law of any State or political subdivision thereof that
relates to, or affects the installation or functioning of soft-
ware or cookies.

SEC. 110. LIMITATIONS ON LIABILITY.

(a) LAW ENFORCEMENT AUTHORITY.—Sections 102,
103, 104, and 105 shall not apply to the transmission, in-
stallation, or execution of a computer program in compli-
ance with a law enforcement, investigatory, national secu-

rity, or requlatory agency or department of the United
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1 States, or any State in response to a request or demand

2 made under authority granted to that agency or depart-

3 ment, including—

4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

(1) a warrant issued under the Federal Rules of
Criminal Procedure;

(2) an equivalent State warrant; or

(3) a court order or other lawful process.

(b) PASSIVE TRANSMISSION, HOSTING, OR LINKING.—

A person shall not be deemed to have violated any provision

of this title solely because the person provided—

(1) the Internet connection, telephone connection,
or other transmission or routing function through

which software was delivered to a protected computer

Jor installation;

(2) the storage or hosting of software or of an
Internet website through which software was made
avarlable for installation to a protected computer; or

(3) an information location tool, such as a direc-
tory, andex, reference, pointer, or hypertext lLink,
through which a user of a protected computer located
software available for installation.

(¢c) EXCEPTION RELATING TO SECURITY.—Nothing in

this tatle shall apply to—

(1) any monitoring of, or interaction with, a

consumer’s Internet or other metwork connection or
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service, or a protected computer, by a telecommuni-
cations carrier, cable operator, computer hardware or
software provider, or provider of information service
or interactive computer service, to the extent that such
monitoring or interaction is for network or computer
security purposes, mnetwork management, mainte-
nance, diagnostics, technical support or repair, or for
the detection or prevention of fraudulent activities; or
(2) a discrete interaction with a protected com-
puter by a provider of computer software solely to de-
termine whether the user of the computer is author-
1zed to use such software, that occurs upon—
(A) imatialization of the software; or
(B) an affirmative request by the owner or
authorized user for an update of, addition to, or
technical service for, the software.

(d) LIMITATION ON LIABILITY.—A manufacturer or re-

tailer of computer equipment shall not be liable under this

to the extent that the manufacturer or retailer is pro-

viding thard party branded software that 1s installed on the
equipment the manufacturer or retailer is manufacturing

or selling.

(e) COMPLIANCE WITH LAW.—No person shall be liable

under this title for engaging in any actwity that is ex-
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1 pressly permissible under any other provision of Federal

2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

law.

(f) COMMISSION AUTHORITY.—In addition to the limi-
tation of liability specified in this section, the Commission
may by requlation establish additional limitations or excep-
tions upon the finding that such limitations or exceptions
are reasonably necessary to promote the public interest.

SEC. 111. DEFINITIONS.

In this title:

(1) AUTHORIZED USER—The term “authorized
user”, when used with respect to a computer, means
the owner or lessee of a computer, or someone using
or accessing a computer with the authorization of the
owner or lessee.

(2)  CoMMISSION.—The term  “Commaission”
means the Federal Trade Commaission.

(3) COOKIE—The term “cookie” means a text
Jile—

(A) that is placed on a computer by, or on
behalf of, an Internet service provider, inter-
active computer service, or Internet website; and

(B) the sole function of which s to record
mformation that can be read or recognized when

the user of the computer subsequently accesses
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| particular websites or online locations or serv-
2 ices.

3 (4) PERSON.—The term “person” has the mean-
4 g given that term in section 3(32) of the Commu-
5 nications Act of 1934 (47 U.S.C. 153(32)).

6 (5) PROTECTED COMPUTER.—The term “pro-

7 tected computer” has the meaning given that term in

8 section 1030(e)(2)(B) of title 18, United States Code.

9 (6) PERSONAL INFORMATION.—The term “per-
10 sonal information™ means any of the following infor-
11 mation about any authorized user of a protected com-
12 puter:

13 (A4) Sensitive personal information about
14 the authorized user of a protected computer.

15 (B) Information concerning the contents of
16 files, data, software, or other information know-
17 mgly saved or installed by the authorized user of
18 a protected computer, exclusive of data that pro-
19 vide a purely technical function.
20 (C) Information concerning the contents of
21 communications sent by a user of a protected
22 computer from that computer to any other com-
23 puter.

S 687 RS

November 17, 2005 (4:45 p.m.)



SAWPSHR\LEGCNSL\XYWRITE\CONO05\S687.RS

O© o0 3 O WD B W N -

|\ TR NO TR NG T NS R NS R L e e T e D e e .
A W N = O VWV 00O NN O B BN~ W NN == ©

*S 687 RS
November 17, 2005 (4:45 p.m.)

20

(D) Passwords, keystrokes, or other informa-

tion specific to an authorized user’s use of a pro-
tected computer.

(7) SENSITIVE PERSONAL INFORMATION.—

(A) IN GENERAL.—FExcepl as provided in

subparagraph (B), the term “sensitive personal
mformation” means an individual’s name, ad-
dress, or telephone number combined with 1 or
more of the following data elements related to

that imdwidual:

(1) Social security number, taxpayer
wdentification number, or an employer iden-
tification number that s the same as or is
derwed from the social security number of
that individual.

(11) Financial account number, or
credit card or debit card number of such in-
dwidual, combined with any required secu-
rity code, access code, or password that
would permit access to such individual’s ac-
count.

(11r) State driver’s license identifica-
tion number or State resident identification

number.
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(B) PuBLIC RECORDS.—Nothing wn this
title prohibits a person from obtaining, aggre-
gating, or using sensitive personal information it
lawfully obtains from public records in a man-
ner that does not violate thas title.

(8) SOFTWARE.—The term “software” wmeans
any program designed to cause a computer to perform
a function or functions, but does not include a cookie.

(9) UNFAIR OR DECEPTIVE ACT OR PRACTICE.—
The term “unfair or deceptive act or practice” has the
same meaning as when used in section 5 of the Fed-
eral Trade Commission Act (15 U.S.C. 45).

SEC. 112. CRIMINAL PENALTIES FOR CERTAIN UNAUTHOR-
IZED ACTIVITIES RELATING TO COMPUTERS.
(a) IN GENERAL.—Chapter 47 of title 18, Unaited

States Code, 1s amended by inserting after section 1030 the

Jollowing:

“§ 1030A. Illicit indirect use of protected computers
“la) FURTHERANCE OF CRIMINAL OFFENSE.—Who-
ever intentionally accesses a protected computer without au-
thorization, or exceeds authorized access to a protected com-
puter, by causing a computer program or code to be copied
onto the protected computer, and intentionally uses that

program or code in furtherance of another Federal criminal
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offense shall be fined under this title or imprisoned not more
than 5 years, or both.

“(b) SECURITY PROTECTION.—Whoever intentionally
accesses a protected computer without authorization, or ex-
ceeds authorized access to a protected computer, by causing
a computer program or code to be copied onto the protected
computer, and by means of that program or code inten-
tionally imparrs the security protection of the protected
computer shall be fined under this title or imprisoned not
more than 2 years, or both.

“(c) INDIVIDUAL EXEMPTION.—A person shall not vio-
late this section who solely provides—

“(1) an Internet connection, telephone connec-
tion, or other transmission or routing function
through which software 1is delivered to a protected
computer for installation;

“(2) the storage or hosting of software, or of an
Internet website, through which software is made
available for installation to a protected computer; or

“(3) an information location tool, such as a di-
rectory, index, reference, pointer, or hypertext link,
through which a user of a protected computer locates
software available for installation.

“(d) NETWORK EXEMPTION.—A provider of a network

or online service that an authorized user of a protected com-

*S 687 RS

November 17, 2005 (4:45 p.m.)



SAWPSHR\LEGCNSL\XYWRITE\CONO05\S687.RS

D3

I puter uses or subscribes to shall not violate this section by

2 any monitoring or, interaction with, or installation of soft-

3 ware for the purpose of—

4

O o0 9 O W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

“(1) protecting the security of the network, serv-
ice, or computer;

“(2) facilitating diagnostics, technical support,
maintenance, network management, or repair; or

“(3) preventing or detecting unauthorized, fraud-
ulent, or otherwise unlawful uses of the network or
service.

“(e) EXCLUSIVE JURISDICTION.—No person may bring

a cwil action under the law of any State if such action
1s premaised in whole or in part upon the defendant’s viola-

tion of this section.

“(f) DEFINITIONS.—As used in this section:

“(1) COMPUTER; PROTECTED COMPUTER.—The
terms ‘computer’ or ‘protected computer’ have the
meanings given such terms in section 1030(e) of this
title.

“(2) StarE—The term ‘State’ includes each of
the several States, the District of Columbia, Puerto
Rico, and any other territory or possession of the
United States.”.

(b) CONFORMING AMENDMENT.—The table of sections

25 at the beginning of chapter 47 of title 18, United States
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1 Code, s amended by inserting after the item relating to

2 section 1030 the following new item:

“1030A. Illicat indirect use of protected computers.”.
SEC. 112. EFFECTIVE DATE.
Thas title shall take effect 180 days after the date of
enactment of this Act.
SEC. 201. SHORT TITLE; FINDINGS; PURPOSE.

(a) SHORT TIiTLE—This title may be cited as the

O o0 9 N N B~ W

“Undertaking Spam, Spyware, And Fraud Enforcement
10 With Enforcers beyond Borders Act of 20057 or the “U.S.
11 SAFE WEB Act of 2005”.

12 (b) FINDINGS.—The Congress finds the following:
13 (1) The Federal Trade Commission protects con-
14 sumers from fraud and deception. Cross-border fraud
15 and deception are growing international problems
16 that affect American consumers and businesses.
17 (2) The development of the Internet and im-
18 provements in telecommunications technologies have
19 brought significant benefits to consumers. At the same
20 tvme, they have also provided unprecedented opportu-
21 nities for those engaged in fraud and deception to es-
22 tablish operations in one country and wvictimize a
23 large number of consumers in other countries.
24 (3) An increasing number of consumer com-
25 plaints collected in the Consumer Sentinel database
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maintained by the Commassion, and an increasing
number of cases brought by the Commission, involve
Joreign conswmers, foreign businesses or individuals,
or assets or evidence located outside the United States.

(4) The Commassion has legal authority to rem-
edy law wviolations involving domestic and foreign
wrongdoers, pursuant to the Federal Trade Commis-
sion Act. The Commaission’s ability to obtain effective
relief using this authority, however, may face prac-
tical 1mpediments when wrongdoers, victims, other
witnesses, documents, money and third parties in-
volved in the transaction are widely dispersed in
many  different jurisdictions. Such circumstances
make it difficult for the Commaission to gather all the
mformation necessary to detect injurious practices, to
recover offshore assets for consumer redress, and to
reach conduct occurring outside the United States
that affects Unated States consumers.

(5) Improving the ability of the Commassion and
its forewgn counterparts to share information about
cross-border fraud and deception, to conduct joint and
parallel investigations, and to assist each other 1is
critical to achieve more timely and effective enforce-

ment in cross-border cases.
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21

D6

(¢c) PURPOSE.—The purpose of this title 1s to enhance

the ability of the Federal Trade Commassion to protect con-

swmers from illegal spam, spyware, and cross-border fraud

deception and other conswmer protection law wviola-

tions.

202. FOREIGN LAW ENFORCEMENT AGENCY DEFINED.

Section 4 of the Federal Trade Commaission Act (15

U.RS.C. 44) s amended by adding at the end the following:

““Foreign law enforcement agency’ means—

“(1) any agency or judicial authority of a for-
eign government, including a foreign state, a political
subdivision of a forewgn state, or a multinational or-
ganization constituted by and comprised of foreign
states, that s vested with law enforcement or inves-
tigative authority in cwil, criminal, or administra-
twe matters; and

“(2) any multinational organization, to the ex-
tent that it 1s acting on behalf of an entity described
m paragraph (1).”.

203. AVAILABILITY OF REMEDIES.

Section 5(a) of the Federal Trade Commaission Act (15

22 URNS.C. 45(a)) is amended by adding at the end the fol-

23 lowing:
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1 “(4)(A) For purposes of subsection (a), the term
2 ‘unfarr or deceptive acts or practices’ includes such
3 acts or practices involving foreign commerce that—

4 “(1) cause or are likely to cause reasonably
5 foreseeable injury within the United States; or

6 “(1n) anvolve material conduct occurring
7 within the United States.

8 “(B) All remedies available to the Commassion
9 with respect to unfair and deceptive acts or practices
10 shall be available for acts and practices described in
11 this paragraph, including restitution to domestic or
12 Jorewgn victims.”.

13 SEC. 204. POWERS OF THE COMMISSION.

14 (a) PUBLICATION OF INFORMATION; REPORTS.—Sec-
15 tion 6(f) of the Federal Trade Commission Act (15 U.S.C.
16 46(f)) is amended—

17 (1) by imserting “(1)” after “such information”
18 the first place it appears; and

19 (2) by striking “purposes.” and inserting “pur-
20 poses, and (2) to any officer or employee of any for-
21 eign law enforcement agency under the same cir-
22 cumstances that making material available to foreign
23 law enforcement agencies is permitted under section
24 21(b).”.
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(b) OTHER POWERS OF THE COMMISSION.—Section 6

of the Federal Trade Commission Act (15 U.S.C. 46) s fur-

ther

amended by inserting after subsection (1) and before

the proviso the following:

2
3
4
5
6 ENFORCEMENT AGENCIES.—
7
8
9

“() INVESTIGATIVE ASSISTANCE FOR FOREIGN LAW

“(1) IN GENERAL—Upon a written request from
a foreign law enforcement agency to provide assist-
ance i accordance with this subsection, if the re-
questing agency states that it 1s mvestigating, or en-
gaging in enforcement proceedings against, possible
violations of laws prohibiting fraudulent or deceptive
commercial practices, or other practices substantially
similar to practices prohibited by any provision of
the laws administered by the Commission, other than
Federal antitrust laws (as defined in section 12(5) of
the International Antitrust Enforcement Assistance
Act of 1994 (15 U.S.C. 6211(5))), to provide the as-
sistance described in paragraph (2) without requiring
that the conduct identified in the request constitute a
violation of the laws of the United States.

“(2) TYPE OF ASSISTANCE.—In providing assist-
ance to a foreign law enforcement agency under this

subsection, the Commission may—
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“(A) conduct such investigation as the Com-
mission deems necessary to collect information
and evidence pertinent to the request for assist-
ance, using all nvestigative powers authorized
by this title; and

“(B) when the request is from an agency
acting to ivestigate or pursue the enforcement of
cwil laws, or when the Attorney General refers
a request to the Commassion from an agency act-
mg to wmwvestigate or pursue the enforcement of
ceriminal laws, seek and accept appointment by
a Unated States district court of Commaission at-
torneys to provide assistance to foreign and
wmternational tribunals and to litigants before
such tribunals on behalf of a foreign law enforce-
ment agency pursuant to section 1782 of title 28,
United States Code.

“(3) CRITERIA FOR DETERMINATION.—In decid-

g whether to provide such assistance, the Commis-

shall consider all relevant factors, including—
“(A) whether the requesting agency has
agreed to provide or will provide reciprocal as-

sistance to the Commission;
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1 “(B) whether compliance with the request

2 would prejudice the public interest of the United

3 States; and

4 “(C) whether the requesting agency’s inves-

5 tigation or enforcement proceeding concerns acts

6 or practices that cause or are likely to cause in-

7 Jury to a significant number of persons.

8 “(4) INTERNATIONAL AGREEMENTS.—If a foreign

9 law enforcement agency has set forth a legal basis for
10 requiring execution of an international agreement as
11 a condition for reciprocal assistance, or as a condi-
12 tion for provision of materials or information to the
13 Jommassion, the Commassion, with prior approval
14 and ongoing oversight of the Secretary of State, and
15 with final approval of the agreement by the Secretary
16 of State, may negotiate and conclude an international
17 agreement, in the name of either the United States or
18 the Commassion, for the purpose of obtaining such as-
19 sistance, materials, or information. The Commission
20 may wundertake in such an international agreement
21 to—
22 “(A) provide assistance using the powers set
23 Jorth in this subsection;
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“(B) disclose materials and information in
accordance with subsection (f) and section 21(D);
and

“(C) engage in further cooperation, and
protect materials and information received from
disclosure, as authorized by this title.

“(5) ADDITIONAL AUTHORITY.—The authority
provided by this subsection 1s in addition to, and not
m lew of, any other authority vested in the Commis-
sion or any other officer of the Unated States.

“(6) LIMITATION.

The authority granted by
this subsection shall not authorize the Commassion to
take any action or exercise any power with respect to
a bank, a savings and loan institution described in
section 18(f)(3) (15 U.S.C. 57a(f)(3)), a Federal cred-
it unton described in section 18(f)(4) (15 U.S.C.
57a(f)(4)), or a common carrier subject to the Act to
requlate commerce, except in accordance with the un-
designated proviso following the last designated sub-
section of section 6 (15 U.S.C. 46).

“(7) ASSISTANCE TO CERTAIN COUNTRIES.—The
Commassion may not provide investigative assistance
under this subsection to a forewgn law enforcement
agency from a foreign state that the Secretary of

State has determined, in accordance with section 6(j)

*S 687 RS

November 17, 2005 (4:45 p.m.)



SAWPSHR\LEGCNSL\XYWRITE\CONO05\S687.RS

62

1 of the Export Administration Act of 1979 (50 U.S.C.
2 App. 2405(j)), has repeatedly provided support for
3 acts of international terrorism, unless and until such
4 determination is rescinded pursuant to section 6(j)(4)
5 of that Act (50 U.S.C. App.2405(j)(4)).

6 “(k) REFERRAL OF KVIDENCE FOR CRIMINAL PRO-
7 CEEDINGS.—

8 “(1) IN GENERAL—Whenever the Commission
9 obtains evidence that any person, partnership, or cor-
10 poration, either domestic or foreign, has engaged in
11 conduct that may constitute a violation of Federal
12 criminal law, to transmat such evidence to the Attor-
13 ney General, who may institute criminal proceedings
14 under appropriate statutes. Nothing in this para-
15 graph affects any other authority of the Commission
16 to disclose information.

17 “(2) INTERNATIONAL INFORMATION.—The Com-
18 massion  shall endeavor to ensure, with respect to
19 memoranda  of understanding and international
20 agreements it may conclude, that material it has ob-
21 tained from foreign law enforcement agencies acting
22 to wwvestigate or pursue the enforcement of foreign
23 crimanal laws may be used for the purpose of inves-
24 tigation, prosecution, or prevention of violations of
25 Unated States criminal laws.
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“(1) EXPENDITURES FOR COOPERATIVE ARRANGE-

“(1) operating expenses and other costs of bilat-
eral and multilateral cooperative law enforcement
groups conducting activities of interest to the Com-
mission and in which the Commassion participates;
and

“(2) expenses for consultations and meetings
hosted by the Commission with foreign government
agency officials, members of their delegations, appro-
priate representatives and staff to exchange views con-
cerning developments relating to the Commission’s
mission, development and implementation of coopera-
tion agreements, and provision of technical assistance
Jor the development of foreign consumer protection or
competition regimes, such expenses to include nec-
essary administrative and logistic expenses and the
expenses of Commission staff and foreign invitees in
attendance at such consultations and meetings includ-
mg—

“(A) such incidental expenses as meals
taken in the course of such attendance;
“(B) any travel and transportation to or

Sfrom such meetings; and
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“(C) any other related lodging or subsist-
ence.”.

(¢c) AUTHORIZATION OF APPROPRIATIONS.—The Fed-
eral Trade Commission 1is authorized to expend appro-
priated funds not to exceed $100,000 per fiscal year for pur-
poses of section 6(1) of the Federal Trade Commission Act
(15 U.S.C. 46(1)) (as added by subsection (b) of this sec-

tion), including operating expenses and other costs of the

O o0 9 N U B W

Jollowing bilateral and multilateral cooperative law enforce-

10 ment agencies and organizations:

11 (1) The International Conswmer Protection and
12 Enforcement Network.

13 (2) The International Competition Network.

14 (3) The Mexico-U.S.-Canada Health Fraud Task
15 Force.

16 (4) Project Emptor.

17 (5) The Toronto Strategic Partnership and other
18 regional partnerships with a nexus in a Canadian
19 province.

20 (d) CONFORMING AMENDMENT.—Section 6 of the Fed-
21 eral Trade Commission Act (15 U.S.C. 46) 1s amended by
22 striking “clauses (a) and (b)” in the proviso following sub-
23 section (1) (as added by subsection (b) of this section) and
24 anserting “subsections (a), (b), and (j)”.
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1 SEC. 205. REPRESENTATION IN FOREIGN LITIGATION.

2 Section 16 of the Federal Trade Commission Act (15
3 UNRS.C. 56) is amended by adding at the end the following:
4 “(c¢) FOREIGN LITIGATION.—

5 “(1) COMMISSION ATTORNEYS.—With the concur-
6 rence of the Attorney General, the Commission may
7 designate Commission attorneys to assist the Attorney
8 General in connection with Ulitigation n  foreign
9 courts on particular matters in which the Commis-
10 ston has an interest.

11 “(2) REIMBURSEMENT FOR FOREIGN COUN-
12 SEL.—The Commission 1is authorized to expend ap-
13 propriated funds, upon agreement with the Attorney
14 General, to revmburse the Attorney General for the re-
15 tention of foreign counsel for Litigation in foreign
16 courts and for expenses related to litigation in foreign
17 courts in which the Commission has an interest.

18 “(3) LIMITATION ON USE OF FUNDS.—Nothing
19 m thas subsection authorizes the payment of claims or
20 Judgments from any source other than the permanent
21 and ndefinite appropriation authorized by section
22 1304 of title 31, Unated States Code.
23 “(4) OTHER AUTHORITY.—The authority pro-
24 vided by this subsection is in addition to any other
25 authority of the Commission or the Attorney Gen-
26 eral.”.
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SEC. 206. SHARING INFORMATION WITH FOREIGN LAW EN-

FORCEMENT AGENCIES.

(a) MATERIAL OBTAINED PURSUANT TO COMPULSORY
ProcESS.—Section 21(b)(6) of the Federal Trade Commis-
ston Act (15 U.S.C. 57b-2(b)(6)) is amended by adding at
the end “The custodian may make such material available
to any foreign law enforcement agency upon the prior cer-
tification of an appropriate official of any such foreign law
enforcement agency, either by a prior agreement or memo-
randum of understanding with the Commission or by other
written certification, that such material will be maintained
m confidence and will be used only for official law enforce-
ment purposes, if—

“(A) the forewgn law enforcement agency has set
Jorth a bona fide legal basis for its authority to main-
tain the material in confidence;

“(B) the materials are to be used for purposes of
wmvestigating, or engaging in enforcement proceedings
related to, possible violations of—

“() foreign laws prohibiting fraudulent or
deceptive commercial practices, or other practices
substantially similar to practices prohibited by
any law administered by the Commission;

“(ir) a law administered by the Commis-

sion, if disclosure of the material would further
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a Commassion tnvestigation or enforcement pro-
ceeding; or
“(11) with the approval of the Attorney

General, other foreign criminal laws, if such for-

eign criminal laws are offenses defined in or cov-

ered by a criminal mutual legal assistance treaty

m force between the government of the United

States and the foreign law enforcement agency’s

government;

“(C) the appropriate Federal banking agency (as
defined in section 3(q) of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813(q)) or, in the case of a Fed-
eral credit union, the National Credit Union Admin-
istration, has given its prior approval if the materials
to be provided under subparagraph (B) are requested
by the forewgn law enforcement agency for the purpose
of vestigating, or engaging in enforcement pro-
ceedings based on, possible violations of law by a
bank, a savings and loan institution described in sec-
tion 18(f)(3) of the Federal Trade Commassion Act
(15 U.S.C. 57a(f)(3)), or a Federal credit union de-
seribed in section 18(f)(4) of the Federal Trade Com-
masston Act (15 U.S.C. 57a(f)(4)); and

“(D) the forewgn law enforcement agency 1is not

from a forewgn state that the Secretary of State has
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determaned, 1n accordance with section 6(j) of the Eux-
port Administration Act of 1979 (50 U.S.C. App.
2405(7)), has repeatedly provided support for acts of
mternational terrorism, unless and until such deter-
maination 1s rescinded pursuant to section 6(j)(4) of
that Act (50 U.S.C. App. 2405())(4)).

Nothing in the preceding sentence authorizes the disclosure

of material obtained i connection with the administration

O o0 9 N U B W

of the Federal antitrust laws or foreign antitrust laws (as

10 defined wn paragraphs (5) and (7), respectively, of section
11 12 of the International Antitrust Enforcement Assistance
12 Act of 1994 (15 U.S.C. 6211)) to any officer or employee
13 of a foreign law enforcement agency.”.

14 (b) INFORMATION SUPPLIED BY AND ABOUT FOREIGN
15 SoUrcCES.—Section 21(f) of the Federal Trade Commaission
16 Act (15 U.S.C. 57b-2(f)) s amended to read asfollows:

17 “(f) EXEMPTION FROM PUBLIC DISCLOSURE.—

18 “(1) IN GENERAL.—Any material which 1is re-
19 cewwed by the Commassion in any investigation, a
20 purpose of which 1is to determine whether any person
21 may have violated any provision of the laws adminis-
22 tered by the Commassion, and which is provided pur-
23 suant to any compulsory process under this title or
24 which 1s provided voluntarily in place of such com-
25 pulsory process shall not be required to be disclosed
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1 under section 552 of title 5, Unated States Code, or
2 any other provision of law, except as provided in
3 paragraph (2)(B) of this section.

4 “(2) MATERIAL OBTAINED FROM A FOREIGN
5 SOURCE.—

6 “(A) IN GENERAL.—Fuxcept as provided in
7 subparagraph (B) of this paragraph, the Com-
8 missiton shall not be required to disclose under
9 section 552 of title 5, Unated States Code, or any
10 other provision of law—

11 “(1) any material obtained from a for-
12 eign law enforcement agency or other for-
13 eign government agency, if the foreign law
14 enforcement agency or other foreign govern-
15 ment agency has requested confidential
16 treatment, or has precluded such disclosure
17 under other use limitations, as a condition
18 of providing the material;

19 “(1n) any wmaterial reflecting a con-
20 sumer complaint obtained from any other
21 Joreign source, if that foreign source sup-
22 plying the material has requested confiden-
23 tial treatment as a condition of providing
24 the material; or
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“(1u1) any wmaterial reflecting a con-
sumer complaint submitted to a Commas-
ston reporting mechanism sponsored in part
by foreign law enforcement agencies or other

Jforeign government agencies.

“(B) SAVINGS PROVISION.—Nothing wn this
subsection shall authorize the Commission to
withhold information from the Congress or pre-
vent the Commission from complying with an
order of a court of the United States in an ac-
tion commenced by the United States or the
Commission.”.

SEC. 207. CONFIDENTIALITY; DELAYED NOTICE OF PROC-
ESS.

(a) IN GENERAL.—The Federal Trade Commission Act
(15 U.S.C. 41 et seq.) 1s amended by inserting after section
21 the following:

“SEC. 21A. CONFIDENTIALITY AND DELAYED NOTICE OF
COMPULSORY PROCESS FOR CERTAIN THIRD
PARTIES.

“(a) APPLICATION WITH OTHER LAWS.—The Right to
Financial Privacy Act (12 U.S.C. 3401 et seq.) and chapter
121 of title 18, Unated States Code, shall apply with respect
to the Commassion, except as otherwise provided in this sec-

tion.
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“(b) PROCEDURES FOR DELAY OF NOTIFICATION OR

ProaiBiTion or DISCLOSURE.—The procedures for delay
of notification or prohibition of disclosure under the Right
to Financial Privacy Act (12 U.S.C. 3401 et seq.) and chap-
ter 121 of title 18, Unated States Code, including procedures
Jor extensions of such delays or prohibitions, shall be avail-
able to the Commassion, provided that, notwithstanding any

provision therein—

“(1) a court may issue an order delaying notifi-
cation or prohibiting disclosure (including extending
such an order) in accordance with the procedures of
section 1109 of the Right to Financial Privacy Act
(12 U.S.C. 3409) (if notification would otherwise be
required under that Act), or section 2705 of title 18,
Unated States Code, (if notification would otherwise
be required under chapter 121 of that title), if the
presiding judge or magistrate judge finds that there
18 reason to believe that such notification or disclosure
may cause an adverse result as defined in subsection
(g) of this section; and

“(2) of notification would otherwise be required
under chapter 121 of title 18, Unated States Code, the
Commission may delay notification (including ex-
tending such a delay) upon the execution of a written

certification in accordance with the procedures of sec-
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tion 2705 of that title +f the Commassion finds that

there 1s reason to believe that notification may cause
an adverse result as defined in subsection (g) of this
section.

“(c¢) EX PARTE APPLICATION BY COMMISSION.—

“(1) IN GENERAL.—If neither notification nor
delayed notification by the Commission is required
under the Right to Financial Privacy Act (12 U.S.C.
3401 et seq.) or chapter 121 of title 18, United States
Code, the Commission may apply ex parte to a pre-
siding judge or magistrate judge for an order prohib-
iting the recipient of compulsory process issued by the
Jommission from disclosing to any other person the
existence of the process, notwithstanding any law or
requlation of the United States, or under the constitu-
tron, or any law or requlation, of any State, political
subdivision of a State, territory of the United States,
or the District of Columbia. The presiding judge or
magistrate judge may enter such an order granting
the requested prohibition of disclosure for a period not
to exceed 60 days if there is reason to believe that dis-
closure may cause an adverse result as defined in sub-
section (g). The presiding judge or magistrate judge
may grant extensions of this order of up to 30 days

each . accordance with this subsection, except that in
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no event shall the prohibition continue i force for

more than a total of 9 months.

“(2) ArrPLICATION.—This subsection shall apply
only 1n connection with compulsory process issued by
the Commission where the recipient of such process is
not a subject of the investigation or proceeding at the
tvme such process 1s issued.

“(3) LIMITATION.—No order issued under this
subsection shall prohibit any recipient from disclosing
to a Federal agency that the recipient has received
compulsory process from the Commission.

“(d) NO LIABILITY FOR FAILURE TO NOTIFY.—If nei-
ther notification nor delayed notification by the Commis-
ston 1s required under the Right to Financial Privacy Act
(12 U.S.C. 3401 et seq.) or chapter 121 of title 18, Unated
States Code, the recipient of compulsory process issued by
the Commission under this Act shall not be liable under
any law or requlation of the United States, or under the
constitution, or any law or requlation, of any State, polit-
weal subdivision of a State, territory of the United States,
or the District of Columbia, or under any contract or other
legally enforceable agreement, for failure to provide notice
to any person that such process has been issued or that the

recipient has provided information in response to such
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1 process. The preceding sentence does not exempt any recipi-

2 ent from Liability for—

3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

“(1) the underlying conduct reported;

“(2) a failure to comply with the record reten-
tion requirements under section 1104(c) of the Right
to Financial Privacy Act (12 U.S.C. 3404), where ap-
plicable; or

“(3) any failure to comply with any obligation
the recipient may have to disclose to a Federal agency

that the recipient has recewved compulsory process

Jrom the Commission or intends to provide or has

provided information to the Commission in response
to such process.
“(e) VENUE AND PROCEDURE.—

“(1) IN GENERAL.—AIl judicial proceedings ini-
trated by the Commission under the Right to Finan-
cial Privacy Act (12 U.S.C. 3401 et seq.), chapter 121
of title 18, Unated States Code, or this section may
be brought in the United States District Court for the
District of Columbia or any other appropriate United
States District Court. All ex parte applications by the
Jommission under this section related to a single in-
vestigation may be brought in a single proceeding.

“(2) In camera proceedings.—Upon application

by the Commassion, all judicial proceedings pursuant
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to thas section shall be held in camera and the records

thereof sealed until expiration of the period of delay

or such other date as the presiding judge or mag-

wstrate judge may permait.

“(f) SEcTION NOT TO APPLY TO ANTITRUST INVES-
TIGATIONS OR PROCEEDINGS.—This section shall not apply
to an mvestigation or proceeding related to the administra-

tion of Federal antitrust laws or foreign antitrust laws (as

O o0 9 N U B W

defined in paragraphs (5) and (7), respectively, of section

10 12 of the International Antitrust Enforcement Assistance
11 Aet of 1994 (15 U.S.C. 6211).

12 “(9) ADVERSE RESULT DEFINED.—For purposes of
13 this section the term ‘adverse resull’ means—

14 “(1) endangering the life or physical safety of an
15 mdividual;

16 “(2) flight from prosecution;

17 “(3) the destruction of, or tampering with, evi-
18 dence;

19 “(4) the intimidation of potential witnesses; or
20 “(5) otherwise seriously jeopardizing an inves-
21 tigation or proceeding related to fraudulent or decep-
22 twe commercial practices or persons ivolved in such
23 practices, or unduly delaying a trial related to such
24 practices or persons involved in such practices, in-
25 cluding, but not limated to, by—
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1 “(A) the transfer outside the territorial lim-
2 its of the Uniated States of assets or records re-
3 lated to fraudulent or deceptive commercial prac-
4 tices or related to persons involved in such prac-
5 tices;

6 “(B) impeding the ability of the Commis-
7 ston to identify persons involved in fraudulent or
8 deceptive commercial practices, or to trace the
9 source or disposition of funds related to such
10 practices; or
11 “(C) the dissipation, fraudulent transfer, or
12 concealment of assets subject to recovery by the
13 Commission.”.
14 (b) CONFORMING AMENDMENT.—Section 16(a)(2) of

15 the Federal Trade Commassion Act (15 U.S.C. 56(a)(2)) is

16 amended—
17 (1) in subparagraph (C) by striking “or” after
18 the semaicolon;
19 (2) in subparagraph (D) by inserting “or” after
20 the semicolon; and
21 (3) by wmserting after subparagraph (D) the fol-
22 lowing:
23 “(E) under section 21A of this Act;”.
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7
208. PROTECTION FOR VOLUNTARY PROVISION OF IN-

FORMATION.
The Federal Trade Commission Act (15 U.S.C. 41 et

1s further amended by adding after section 214 (as

“SEC. 21B. PROTECTION FOR VOLUNTARY PROVISION OF

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

2
3
4
5 added by section 207 of this title) the following:
6
7
8
9

INFORMATION.
“(a) IN GENERAL.—

“(1) NO LIABILITY FOR PROVIDING CERTAIN MA-
TERIAL—An entity described in paragraphs (2) or
(3) of subsection (d) that voluntarily provides mate-
rial to the Commission that such entity reasonably
believes 1s relevant to—

“(A) a possible unfair or deceptive act or
practice, as defined wn section 5(a) of this Act;
or

“(B) assets subject to recovery by the Com-
mission, including assets located in foreign juris-
dictions;

shall not be liable to any person under any law or
requlation of the Unated States, or under the constitu-
tion, or any law or requlation, of any State, political
subdivision of a State, territory of the United States,
or the District of Columbia, for such provision of ma-

terial or for any failure to provide notice of such pro-
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viston of material or of intention to so provide mate-

rial.

“(2) LIMITATIONS.—Nothing in this subsection

shall be construed to exempt any such entity from li-

ability—

“(A) for the underlying conduct reported; or

“(B) to any Federal agency for providing
such material or for any failure to comply with
any obligation the entity may have to notify a
Federal agency prior to providing such material
to the Commassion.

“(b) CERTAIN FINANCIAL INSTITUTIONS.—An entity
described in paragraph (1) of subsection (d) shall, in ac-
cordance with section 5318(g)(3) of title 31, Unated States
Code, be exempt from liability for making a voluntary dis-
closure to the Commassion of any possible violation of law
or requlation, including—

“(1) a disclosure regarding assets, including as-
sets located in foreign jurisdictions—
“(A) related to possibly fraudulent or decep-
twe commercial practices;
“(B) related to persons involved in such
practices; or
“(C) otherwise subject to recovery by the

Commission; or
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“(2) a disclosure regarding suspicious chargeback
rates related to possibly fraudulent or deceptive com-
mercial practices.

“(c) CONSUMER COMPLAINTS.—Any entity described
e subsection (d) that voluntarily provides consumer com-
plaints sent to it, or information contained therein, to the
Commassion shall not be liable to any person under any
law or regulation of the Unated States, or under the con-
stitution, or any law or requlation, of any State, political
subdivision of a State, territory of the Unated States, or
the District of Columbia, for such provision of material or
Jor any failure to provide notice of such provision of mate-
rial or of intention to so provide material. This subsection
shall not provide any exemption from liability for the un-
derlying conduct.

“(d) APPLICATION.—This section applies to the fol-
lowing entities, whether foreign or domestic:

“(1) A financial institution as defined in section
5312 of title 31, Unated States Code.

“(2) To the extent not included in paragraph
(1), a bank or thrift institution, a commercial bank
or trust company, an investment company, a credit
card issuer, an operator of a credit card system, and
an issuer, redeemer, or cashier of travelers’ checks,

money orders, or sitmilar instruments.
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1 “(3) A courier service, a commercial mail receiv-
g agency, an industry membership organization, a
payment system provider, a consumer reporting agen-
cy, a domain name reqistrar or reqistry acting as

such, and a provider of alternative dispute resolution

2

3

4

5

6 services.
7 “(4) An Internet service provider or provider of
8 telephone services.”.

9 SEC. 209. STAFF EXCHANGES.

10 The Federal Trade Commission Act (15 U.S.C. 41 et
11 seq.) is amended by adding after section 25 the following

12 new section:

13 <“SEC. 25A. STAFF EXCHANGES.

14 “(a) IN GENERAL.—The Commission may—

15 “(1) retain or employ officers or employees of
16 Jorewgn government agencies on a temporary basis as
17 employees of the Commaission pursuant to section 2 of
18 this Act or section 3101 or section 3109 of title 5,
19 Unated States Code; and

20 “(2) detail officers or employees of the Commis-
21 ston to work on a temporary basis for appropriate
22 Jorewgn government agencies.

23 “(b) RECIPROCITY AND REIMBURSEMENT.—The staff

24 arrangements described in subsection (a) need not be recip-

25 rocal. The Commission may accept payment or reimburse-
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ment, i cash or i kind, from a foreign government agency
to which this section 1is applicable, or payment or reim-
bursement made on behalf of such agency, for expenses in-
curred by the Commaission, its members, and employees in
carrying out such arrangements.

“(c) STANDARDS OF CONDUCT—A person appointed
under subsection (a)(1) shall be subject to the provisions of
law relating to ethics, conflicts of interest, corruption, and
any other criminal or civnl statute or requlation governing
the standards of conduct for Federal employees that are ap-
plicable to the type of appointment.”.

SEC. 210. INFORMATION SHARING WITH FINANCIAL REGU-
LATORS.

Section 1112(e) of the Right to Financial Privacy Act
of 1978 (12 U.S.C. 3412(e)) is amended by inserting “the
Federal Trade Commaission,” after “the Securities and Ex-
change Commassion,”.

SEC. 211. AUTHORITY TO ACCEPT REIMBURSEMENTS,
GIFTS, AND VOLUNTARY AND UNCOMPEN-
SATED SERVICES.

The Federal Trade Commassion Act (15 U.S.C. 41 et
seq.) s amended—

(1) by redesignating section 26 as section 28;

and
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(2) by wnserting after section 254, as added by
section 209 of this title, the following:
“SEC. 26. REIMBURSEMENT OF EXPENSES.

“The Commission may accept payment or revmburse-
ment, in cash or i kind, from a domestic or foreign law
enforcement agency, or payment or revmbursement made on
behalf of such agency, for expenses incurred by the Commis-
sion, its members, or employees in carrying out any activ-
ity pursuant to a statute administered by the Commassion
without regard to any other provision of law. Any such
payments or reimbursements shall be considered a reim-
bursement to the appropriated funds of the Commission.
“SEC. 27. GIFTS AND VOLUNTARY AND UNCOMPENSATED

SERVICES.

“(a) IN GENERAL.—In furtherance of its functions the
Jommassion may accept, hold, administer, and use uncon-
ditronal gifts, donations, and bequests of real, personal, and
other property and, notwithstanding section 1342 of 10 title
31, Unated States Code, accept voluntary and uncompen-
sated services.

“(b) LIMITATIONS.—

“(1) CONFLICTS OF INTEREST—The Commaission
shall establish wiritten guidelines setting forth criteria
to be used in determining whether the acceptance,

holding, admanistration, or use of a gift, donation, or
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bequest pursuant to subsection (a) would reflect unfa-
vorably upon the ability of the Commission or any
employee to carry out its responsibilities or official
duties in a fair and objective manner, or would com-
promase the integrity or the appearance of the integ-
rity of its programs or any official involved in those
Programs.

“(2) VOLUNTARY SERVICES.—A person who pro-
vides voluntary and uncompensated service under

subsection (a) shall be considered a Federal employee

for purposes of—

“(A) chapter 81 of title 5, Unated States

Code, (relating to compensation for injury); and
“(B) the provisions of law relating to ethics,

conflicts of interest, corruption, and any other
crimanal or cinl statute or requlation governing

the standards of conduct for Federal employees.

“(3) TORT LIABILITY OF VOLUNTEERS.—A per-

son who provides voluntary and uncompensated serv-
tce under subsection (a), while assigned to duty, shall
be deemed a volunteer of a nonprofit organization or
governmental entity for purposes of the Volunteer
Protection Act of 1997 (42 U.S.C. 14501 et seq.). Sub-
section (d) of section 4 of such Act (42 U.S.C.
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14503(d)) shall not apply for purposes of any claim

against such volunteer.”.

SEC. 212. PRESERVATION OF EXISTING AUTHORITY.

The authority provided by this title, and by the Fed-
eral Trade Commission Act (15 U.S.C. 41 et seq.) and the
Right to Financial Privacy Act (12 U.S.C. 3401 et seq.),
as such Acts are amended by this title, 1s in addition to,
and not in liew of, any other authority vested in the Federal
Trade Commission or any other officer of the United States.
SEC. 213. REPORT.

Not later than 3 years after the date of enactment of
this Act, the Federal Trade Commission shall transmit to
Congress a report describing its use of and experience with
the authority granted by this title, along with any rec-
ommendations for additional legislation. The report shall
melude—

(1) the number of cross-border complaints re-
cewed by the Commassion;

(2) wdentification of the foreign agencies to which
the Commission has provided nonpublic investigative
mformation under this title;

(3) the number of times the Commassion has used
compulsory process on behalf of foreign law enforce-

ment agencies pursuant to section 6 of the Federal
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Trade Commission Act (15 U.S.C. 46), as amended

by section 204 of thas title;

(4) a list of international agreements and memo-
randa of understanding executed by the Commaission
that relate to this title;

(5) the number of times the Commaission has
sought delay of notice pursuant to section 21A of the
Federal Trade Commission Act, as added by section
207 of this title, and the number of times a court has
granted a delay;

(6) a description of the types of information pri-
vate entities have provided voluntarily pursuant to
section 21B of the Federal Trade Commassion Act, as
added by section 208 of this title;

(7) a description of the resulls of cooperation
with foreign law enforcement agencies under section
21 of the Federal Trade Commission Act (15 U.S.C.
57-2) as amended by section 206 of this title;

(8) an analysis of whether the lack of an exemp-
tion from the disclosure requirements of section 552 of
title 5, United States Code, with regard to informa-
tion or material voluntarily provided relevant to pos-
sible unfawr or deceptive acts or practices, has hin-
dered the Commission in investigating or engaging in

enforcement proceedings against such practices; and
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(9) a description of Commission litigation

brought in foreign courts.

TITLE III—INCREASE IN
CERTAIN PENALTIES

SEC. 301. INCREASE IN PENALTIES FOR UNFAIR OR DECEP-
TIVE ACTS OR PRACTICES EXPLOITING REAC-
TION TO CERTAIN EMERGENCIES AND MAJOR
DISASTERS.

(a) VIOLATIONS OF PROHIBITION AGAINST UNFAIR OR
DECEPTIVE ACTS OR PRACTICES.—Section 5(m)(1) of the
Federal Trade Commaission Act (15 U.S.C. 45(m)(1)) 1is
amended by adding at the end the following:

“(D) In the case of a violation involving an unfair
or deceptive act or practice in a national emergency period
or disaster period, or relating to an international disaster,
the amount of the civil penalty under this paragraph shall
be double the amount otherwise provided wn this paragraph,
if the act or practice exploits popular reaction to the na-
tional emergency or major disaster that is the basis for such
period, or to the international disaster.

“(E) In this paragraph—

“(1) the term ‘national emergency period’ means

the period that—
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“(I) begins on the date the President de-

clares a national emergency under the National
Emergencies Act (50 U.S.C. 1601 et seq.); and

“(II) ends on the expiration of the 1-year
period beginning on the date of the termination
of the national emergency;

“(11) the term ‘disaster period’ means the 1-year
period beginning on the date the President declares
an emergency or major disaster under the Robert T.
Stafford Disaster Relief and Ewmergency Assistance
Act (42 U.NS.C. 5121 et seq.); and

“tir) the term “international disaster’ means
any natural or man-made disaster in response to
which the President furnishes assistance to any for-
eign country, international organization, or private
voluntary organization pursuant to section 491 of the
Foreign Assistance Act (22 U.S.C. 2292(D)).”.

(b) VIOLATIONS OF OTHER LAWS KNFORCED BY THE

FEDERAL TRADE COMMISSION.—Section 13 of the Federal

20 Trade Commission Act (15 U.S.C. 53) is amended by add-

21
22
23
24
25

g at the end the following:

“(e) NATIONAL EMERGENCY OR DISASTER PERIOD.—
“(1) IN GENERAL.—If a person, partnership, or
corporation 1s found, in an action under subsection

(b), to have commaitted a wviolation involving an un-
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Jawr or deceptive act or practice in a national emer-
gency period or a disaster period, or relating to an
mternational disaster, and if the act or practice ex-
ploits popular reaction to the national emergency or
magjor disaster that is the basis for such period, or to
the international disaster, the court, after awarding
equitable relief (if any) under any other authority of
the court, shall hold the person, partnership, or cor-
poration liable for a civil penalty of not more than
$22,000 for each such violation.

“(2) DEFINITIONS.—In this subsection, the fol-
lowing definitions shall apply:

“(A) NATIONAL EMERGENCY PERIOD.—The
term ‘national emergency period’ means the pe-
riod that—

“(1) begins on the date the President
declares a national emergency wunder the
Natronal Emergencies Act (50 U.S.C. 1601
et seq.); and

“(1n) ends on the expiration of the 1-
year period beginning on the date of the ter-
mination of the national emergency.

“(B) DISASTER PERIOD.—The term ‘dis-
aster period’ means the 1-year period beginning

on the date the President declares an emergency
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or major disaster under the Robert T. Stafford

Disaster Relief and Ewmergency Assistance Act
(42 U.S.C. 5121 et seq.).

“(C) INTERNATIONAL DISASTER.—The term
“international disaster’ means any natural or
man-made  disaster in response to which the
President furnishes assistance to any foreign
country, international organization, or private
voluntary organization pursuant to section 491
of the Forewgn Assistance Act (22 U.S.C.
2292(D)).”.



